MwuH. ckopocT (MB/s) Makc. ckopocT (MB/s)

USB Flash
SSD

HDD

SD kapra
CD/DVD
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1.2
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USB Flash SSD HDD SD kapTa

CKopOoCTM Ha YeTeHe

. MuH. ckopocT (MB/s) . Makc. ckopocT (MB/s)

CD/DVD




Label Makc. ckopocT (MB/s)

USB 2.0 60
TB 5

USB 3.0 625
TB3/4
USB 31 1250 NVMe Gen 5
USB 3.2 2500 NVMe Gen 4
SATA Il 600 AT
USB 3.2
NVMe Gen 4 7000 Use 31
NVMe Gen 5 14000 USB 3.0
TB 3/4 5000 use20

_I_B 5 10000 0 5000 10000 15000




Label

MWuH. LeHa (€/GB)

USB Flash

SSD
HDD

SD kapta
CD/DVD

0.05
0.07
0.02
0.08
0.01

Makc. ueHa (€/GB)

0.15
0.12
0.04
0.2
0.03

LleHa 3a GB (€/GB)

0.15

0.10

0.00

B MuH. ueHa (€/GB)

USB Flash

SSD

B Makc. ueHa (€/GB)

HDD SD kapTa

Label

CD/DVD




Bug NAND ¢naw namet P/E umknu (x1000)

SLC 100
MLC 10
TLC 4
QLC 1

N3gpbxnmBocT Ha NAND (P/E umknn)

100
75

50

P/E uuknu (x1000)

25

0 .

SLC MLC TLC QLc

Bug NAND donaw nameT




Bupg aTaka BeposiTHocT (X) Bbapgenictaue (Y) Radius
Malware 4.2 4.8 20
Kpak6a 3.8 5 19

PaHcbmyep 3.2 4.5 17
Head Crash 2.8 4 15
®C Kopynuus 3.5 3.2 14
BadUSB 2.2 4.3 13
NAND M3HocBaHe 2.5 2.5 11
CD [erpagauus 2.8 1.8 10
Manmua 3a OLEHKa Ha puUCKa

5 D Npamuva [iﬂl] . 20

PSR PaHcbMyep . ® 1

4 Head|Grash o 17

o 5

3 ®CKopynums o 1

o 13

2 ou

® 10

2.0

25

3.0

Bug ataka

35

4.0




MpnynHa CTtonHocT

Xapayep 67/
CodTtyep 14
CnyyainHo 10

Apyro 9

MpnynHKm 3a 3aryba Ha gaHHU (%)

9.0%
CnyyariHo

Xappayep
67.0%




Column 1 USB Flash SD kapTa

CD/DVD

CkopocTt 5 9 3 5
Kanauurtet 4 6 10 4
lMpeHocumocT 10 8 5 10
HapexxgHocT 5 8 6 5
Llena/GB 6 5 9 5
KpunTtupaHe 4 6 5 3

USB Flash, SSD, HDD, SD kapTta and CD/DVD

B usBFlash [l SSD [ HDD [ sDkapta [ CD/DVD

CkopocTt

Kanauutet

[peHocnmocT

Column 1

HapexpgHocT




Column 1 USB Flash SD kapTta CD/DVD

LleHa/GB

KpuntupaHe




BWO aTaka CTOWHOCT

AutoRun 37
BadUSB 12
USB Drop 25
Ransomware 18
Juice Jacking 8
Data Exfil 30

OTHocuTenHa YecToTa Ha pa3nu4HuTe USB-
Basnpann aTakm

40
30
20

10

CTOWNHOCT

BMA aTaka




